Technologist Configurations For Individual Windows Credentials

OBJECTIVE: MobilexUSA technologists will begin to connect to the VPN and
Windows utilizing individual credentials thus removing the need for generic local and
VPN user accounts. At the completion of the rollout, the widely known “mobilexusa”
username will be removed. Similarly, the “websend” account will be disabled for VPN
access. This is a necessity for both the ongoing support and security of the MobilexXUSA
infrastructure.

This document goes on the assumption that a small update was performed on your
system(s). The easiest method to assure the update was completed is to view the
Windows log on page. As shown below, you should have a “Log on to” drop down
menu. This menu should have “MOBILEXUSA” as an option. Frequently, the
“Options” button will need to be depressed to view this field.

Log On to Windows

‘Copyright & 1985-2001
Microsoft Corporation

User name: | | |

Password: | |

logonto: ¢ MOBIEKUSA v

EN

[ OF ][ Cancel ] Shut Down...
S ——

Should the MOBILEXUSA log on to field not exist, please contact the helpdesk at
800-821-9236 ext 4203. This must be completed prior to logging in with your Windows
credentials.

1) You will start by logging into the VPN prior to Windows. The VPN and
Windows will always utilize the same username and password.

# status: Disconnected | VPN Client - V... |Z||E|E|

Connection Entries

[MobiexiSA VPN [ il
MobilexUSA - VPN Connect cisco
Mok connected,
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Click on “Connect” and the username and password box will be shown. Type in the
username and password supplied by your supervisor and click “OK”

# VPN Client | User Authentication for "MobilexUSA - V... [X|

The zerver has requested the following information to complete the uzer
authentication.

|I| I ||| , Ueemarne: IYDur.UserN ame

cisco

Pazzword: I

k. Cancel

You know the VPN has been connected when both of these boxes have disappeared.

2) Type in the same credentials again to log into Windows assuring
“MOBILEXUSA” has been selected in the “log on to” section.

Log On to Windows

" . Profess

4 - |
Copyright € 1985-2001 .. Professiona
Microsoft Corporation

Lser name: |‘|’uur.ll::|ﬂam= |
Password: | |
Logonto: | MOBILEKUSA v
EN
L Ok J [ Cancel ] Shuk Dowr,.. || Oplions <<

3) Windows will log in and you will see this screen appear called “WinVNC;
Current User Properties”

@iobilex
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Win¥NC: Current User Properties EHE‘E'

Incarming Connections When Last Client Discarects — Duety on incorring connection
[] Accept Sacket Connections @ Do Nathing [ Display Query Wwindow
Diisplap Nurnber or Ports ta uze: ) Lock Workstation [w2K] Timeout secands
) Display  N° © Logoff Workstation Default action. (3) Refuse () Accept
OPonts Main @A | ¢ board b Mouse A A R

Il (O Bl R e
Enable JavaViewer (Hp Connect] ] Disable Viewers inputs O Keep sxising connections
[ #llows Loopback Connections ] Disable Losalinputs O Risfuss the new connection
[ Loopbackinly O Risfuss all new connestion
Authentication Miso

VNC Password Rt i

Enable Blank Monitar on Viewer Request
e lag (UsadPessBtman] ] Enable Alphe Blending Moritor Blarking
Hew M5 Lagon (supports multiple domai [] Capture AlphaBlending
[ DisableTraglcon
[ Bisable clisnts options in hay icon menu

Fie Transfer [ Forhid the user to close down WirNC
Enable User impersonation [for Service: only] [ Log debug infis to the WinNC log file
DSM Plugin Default Server Soreen Scale 1/ |1 |

The password region is already selected, press the back space to completely delete the
previous one and type in the following “tradxray”. Press “Apply” followed by
“OK”. This is a one time configuration and you will never need to do this again.

4) Launch MBX Acquisition PowerReader and log in with your Ramsoft credentials.
When the below prompt appears, Click the check box “Don’t offer to remember
any more passwords” and click “NO”

AutoComplete Passwords [’5—<|

24 Do you want Internet Explorer to remember this
\--':/ pazzword?

Internet Explarer can remember thiz paszwaord 2o pou don't
have to type it again the nest time pou vizit this page

[*]:Don't offer to remember any more passwonds

Learn about AutaComplete Mo

5) At the top of the web page you will see “the website wants to run the following
add-on”

/= RamSoft PowerServer Login Page - Windows Internet Explorer

&~ [l mobilextiss.com ~ 4 |Bl+4x] e

Fil=  Edit Wiew Favorites Tools  Help

iy Favarites (&8 RamSoft PowerServer L '—g——-ﬁﬂ_vﬁ‘&iafew > Toos - @~
: | This website wants ta install the Fallowing add-on: 'PowerReader Installer CAB File' Fram '‘RamSoft Inc', IF you trust the website and the add-on and want to install it, click here. .. x

e

Tewnnwiogist Acqguisition Server

@E O b i 1 e Xusn PowerServer Sign-in: Login Successfi

Loading:Initializing ...

File Progress:L 1

Hotice:

Right Click on this bar and select “Run Add On”. When the below box appears click
“Run”
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Internet Explorer - Security Warning

Do you want to run this ActiveX control?

Mame: PowerReader Installer Active Control

Publisher: RamSoft Inc

[ RUN { I Don't Run

I--'“H This Activex contral was previousky added o vaur camputer when vau installed
iy e) anather program, ar when Windows was inskalled. You shoold onby ron it if wou
E trust the publisher and the website requesting it. What's the risk?

6) Repeat Step 5 a second and final time — At the top of the web page you will see
“the website wants to run the following add-on”

£~ RamSoft PowerServer Login Page - Windows Internet Explorer

@.:/.' |g, https mobilexusa.com V! g | @ +2 || % |b

File Edit ‘iew Favorites Tools Help

50 Favorites | (@8 RamSoft PowerServer Logi 5 - | = - Page - Safety - Tods - @@v
{0 This website wants b install the Following add-on: *PawerReader Tnstaller CAB file! From ‘RamSoft Inc', TF you trust the website and the add-on and want ta install t, dick here. .. x

Tecnnoiogist Acquisition Server

@[ O b i 1 € X usa PowerServer Sign-in: Login Success|

Loading:Initializing ...

File Progress:[ 1

Hotice:

Total Progress:[ 1

Right Click on this bar and select “Run Add On”. When the below box appears click
“Run”

Internet Explorer - Security Warning

Do you want to run this ActiveX control?

Mame: PowerReader Installer Active Control

Publisher: RamSoft Inc

[ RUN { I Don't Run

anather program, ar when Windows was inskalled. You shoold onby ron it if wou

Iﬁ) This Activex contral was previousky added o vaur camputer when vau installed
iy
= trust the publisher and the website requesting it. What's the risk?

These were one-time configurations and will not need to be repeated on this device
ever again. Continue to use the system as normal from this point.

Please contact the MobilexUSA Helpdesk with any questions or issues at
800-821-9236 ext 4203

@iobilex
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